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ENERGY MANAGEMENT DEVICE AND ARCHITECTURE WITH 
MULTIPLE SECURITY LEVELS 

RELATED APPLICATIONS 

[0001] This application is a continuation-in-part under 37 C.F.R. § 1.53(b) of U.S. 
Pat. Application Ser. No. 09/723,564 filed November 28, 2000 (Attorney Docket No. 

6270/48) now U.S. Pat. No. , the entire disclosure of which is hereby 

incorporated by reference and U.S. Pat. Application Ser. No. 09/814,436 filed March 22, 
2001 (Attorney Docket No. 6270/60) now U.S. Pat. No. 6,751,562, the entire disclosure 
of which is hereby incorporated by reference. U.S. Pat. Application Ser. No. 09/814,436 
filed March 22, 2001 (Attorney Docket No. 6270/60) now U.S. Pat. No. 6,751,562, is a 
continuation-in-part under 37 C.F.R. § 1.53(b) of U.S. Pat. Application Ser. No. 
09/723,564 filed November 28, 2000 (Attorney Docket No. 6270/48) now U.S. Pat. No. 

. U.S. Pat. Application Ser. No. 09/723,564 filed November 28, 2000 

(Attorney Docket No. 6270/48) now U.S. Pat. No. is a continuation-in-part 

under 37 C.F.R. § 1.53(b) of U.S. Pat. Application Ser. No. 08/798,723 filed February 12, 
1997 (Attorney Docket No. 6270/9), abandoned, the entire disclosure of which is hereby 
incorporated by reference, which is a continuation-in-part under 37 C.F.R. § 1.53(b) of 
U.S. Pat. Application Ser. No. 08/369,849 filed December 30, 1994 (Attorney Docket No. 
6270/6) now U.S. Pat. No.5,650,936, the entire disclosure of which was incorporated by 
reference. 

BACKGROUND 

[0002] With the advent of high technology needs and market deregulation, today's 
energy market has become very dynamic. High technology industries have increased 
their demands on the electrical power supplier, requiring more power, increased 
reliability and lower costs. A typical computer data center may use 100 to 300 watts of 
energy per square foot compared to an average of 1 5 watts per square foot for a typical 
commercial building. Further, an electrical outage, whether it is a complete loss of power 
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or simply a drop in the delivered voltage, can cost these companies millions of dollars in 
down time and lost business. 

[0003] In addition, deregulation of the energy industry is allowing both industrial and 
individual consumers the unprecedented capability to choose their supplier which is 
fostering a competitive supply/demand driven market in what was once a traditionally 
monopolistic industry. 

[0004] The requirements of increased demand and higher reliability are burdening an 
already overtaxed distribution network and forcing utilities to invest in infrastructure 
improvements at a time when the deregulated competitive market is forcing them to cut 
costs and lower prices. Accordingly, there is a need for a system of managing the 
distribution and consumption of electrical power which meets the increased demands of 
users and allows the utility supplier to compete in a deregulated competitive marketplace. 

SUMMARY 

[0005] The present invention is defined by the following claims, and nothing in this 
section should be taken as a limitation on those claims. By way of introduction, the 
preferred embodiments described below relate to an energy management device for 
managing the flow of energy in an energy distribution system, the energy management 
device for use in an energy management architecture for managing the energy distribution 
system, the energy management architecture comprising a network. The energy 
management device includes: a network interface operative to couple the energy 
management device with the network; an energy distribution system interface operative to 
couple the energy management device with the energy distribution system, the energy 
management device further operative to measure at least one energy management 
quantity via the energy distribution system interface; a processor coupled with the 
network interface and the energy distribution system interface and operative to process 
the at least one energy management quantity to manage the flow of electrical energy; and 
wherein the network interface is further operative to incrementally receive one of a power 
management command and power management data encoded as an Extensible Markup 
Language (XML) document from the network, the XML document being received as a 
plurality of segments, wherein the network interface is capable of processing at least one 
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received of the plurality of segments and extracting the one of the power management 
command and power management data therefrom prior to receiving all of the plurality of 
segments. 

In addition, the preferred embodiments described below relate to an energy management 
device for managing the flow of energy in an energy distribution system, the energy 
management device for use in an energy management architecture for managing the 
energy distribution system, the energy management architecture comprising a network. 
The energy management device includes: a network interface operative to couple the 
energy management device with the network; an energy distribution system interface 
operative to couple the energy management device with the energy distribution system, 
the energy management device further operative to measure at least one energy 
management quantity via the energy distribution system interface; a processor coupled 
with the network interface and the energy distribution system interface and operative to 
process the at least one energy management quantity to manage the flow of energy, and 
further operative to generate one of a power management command and power 
management data related thereto; and wherein the network interface is further operative to 
receive the one of a power management command and power management data from the 
processor, incrementally generate an XML document comprising the one of a power 
management command and power management data, the XML document being generated 
as a plurality of segments, wherein each of the plurality of segments is communicated to 
the network as it is generated. 

[0006] The preferred embodiments further relate to a method, in an energy 
management device, of transmitting a communication from the energy management 
device over a network coupled with the energy management device. In one embodiment, 
the method includes: generating a set of data to be communicated over the network as an 
XML document; transforming each of the data into an XML format as it is generated; and 
communicating each of the XML formatted data over the network as it is transformed; 
releasing at least one resource utilized by the XML formatted data from the energy 
management device as it is communicated; and repeating the transforming and the 
communicating until the entire the set of data has been communicated. 
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[0007] In addition, the preferred embodiments further relate to a method, in an energy 
management device, of receiving a communication from a network coupled with the 
energy management device. In one embodiment, the method includes: receiving data 
comprising one of a plurality of portions of an XML document from the network; as the 
data is received, determining when the received one of the plurality of portions comprises 
processable XML code; and when enough data to process has been received, processing 
the portion to interpret the processable XML code contained therein; and repeating the 
receiving, determining and processing until all of the XML document has been received. 
[0008] Further aspects and advantages of the invention are discussed below in 
conjunction with the preferred embodiments. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] Figure 1 illustrates a first embodiment of the Power Management Architecture. 
[0010] Figure 2a illustrates an IED, for use with the embodiment of Figure 1 , 
containing several power management components. 

[0011] Figure 2b illustrates another IED, for use with the embodiment of Figure 1 , 
containing several power management components. 

[0012] Figure 3a illustrates an IED, for use with the embodiment of Figure 1 , 
connected to a power system. 

[0013] Figure 3b illustrates the internal components of an IED for use with the 
embodiment of Figure 1. 

[0014] Figure 3c illustrates a preferred protocol stack of an IED for use with the 
embodiment of Figure 1. 

[0015] Figure 4a illustrates an IED, for use with the embodiment of Figure 1 , coupled 
with power management components. 

[0016] Figure 4b illustrates the use of a power management application component. 
[0017] Figure 5a illustrates a preferred embodiment with multiple energy suppliers. 
[0018] Figure 5b illustrates a preferred method of managing multiple suppliers for use 
with the embodiment of Figure 1 . 
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[0019] Figure 6 illustrates a second embodiment using a distributed power 
management component. 

[0020] Figure 7 illustrates a third embodiment using a power reliability component. 
[0021] Figure 8 illustrates a fourth embodiment using a peer to peer component. 
[0022] Figure 9 illustrates an IED, for use with the embodiment of Figure 1, 
transmitting data to multiple recipients. 

[0023] Figure 10 illustrates a monitoring server, for use with the embodiment of 
Figure 1 , receiving data from an IED. 

[0024] Figure 1 1 illustrates an exemplary display generated by the embodiment of 
Figure 10. 

[0025] Figure 12 illustrates an exemplary method of reading an XML document. 
[0026] Figure 13 illustrates a block diagram of an exemplary series of transformations 
according to one embodiment. 

[0027] Figure 14 illustrates an exemplary method of incrementally receiving an XML 
document according to one embodiment. 

[0028] Figure 15 illustrates an exemplary method of incrementally generating and 
transmitting an XML document according to one embodiment. 
[0029] Figure 16 illustrates an exemplary series of transformations to generate an 
XML document according one embodiment. 

DETAILED DESCRIPTION OF THE PRESENTLY PREFERRED 
EMBODIMENTS 

[0030] Intelligent electronic devices ("IED's") such as programmable logic controllers 
("PLC's"), Remote Terminal Units ("RTU's"), electric/watt hour meters, protection 
relays and fault recorders are widely available that make use of memory and 
microprocessors to provide increased versatility and additional functionality. Such 
functionality includes the ability to communicate with remote computing systems, either 
via a direct connection, e.g. modem or via a network. For more detailed information 
regarding IED's capable of network communication, please refer to U.S. Patent 
Application Serial No. 08/798,723, captioned above. In particular, the monitoring of 
electrical power, especially the measuring and calculating of electrical parameters, 
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provides valuable information for power utilities and their customers. Monitoring of 
electrical power is important to ensure that the electrical power is effectively and 
efficiently generated, distributed and utilized. Various different arrangements are 
presently available for monitoring, measuring, and controlling power parameters. 
Typically, an IED, such as an individual power measuring device, is placed on a given 
branch or line proximate to one or more loads which are coupled with the branch or line 
in order to measure/monitor power system parameters. Herein, the phrase "coupled with" 
is defined to mean directly connected to or indirectly connected with through one or more 
intermediate components. Such intermediate components may include both hardware and 
software based components. In addition to monitoring power parameters of a certain 
load(s), such power monitoring devices have a variety of other applications. For 
example, power monitoring devices can be used in supervisory control and data 
acquisition ("SCADA") systems such as the XA/21 Energy Management System 
manufactured by GE Harris Energy Control Systems located in Melbourne, Florida. 
[0031] In a typical SCADA application, IED's/power measuring devices individually 
dial-in to a central SCADA computer system via a modem. However, such dial-in 
systems are limited by the number of inbound telephone lines to the SCADA computer 
and the availability of phone service access to the IED/power measuring devices. With a 
limited number of inbound telephone lines, the number of IED's/power measuring 
devices that can simultaneously report their data is limited resulting in limited data 
throughput and delayed reporting. Further, while cellular based modems and cellular 
system access are widely available, providing a large number of power measuring devices 
with phone service is cumbersome and often cost prohibitive. The overall result is a 
system that is not easily scalable to handle a large number of IED's/power measuring 
devices or the increased bandwidth and throughput requirements of advanced power 
management applications. However, the ability to use a computer network infrastructure, 
such as the Internet, allows for the use of power parameter and data transmission and 
reporting on a large scale. The Internet provides a connectionless point to point 
communications medium that is capable of supporting substantially simultaneous 
communications among a large number of devices. For example this existing Internet 
infrastructure can be used to simultaneously push out billing, load profile, or power 
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quality data to a large number of IED/power measurement and control devices located 
throughout a power distribution system that can be used by those devices to analyze or 
make intelligent decisions based on power consumption at their locations. The bandwidth 
and throughput capabilities of the Internet supports the additional requirements of 
advanced power management applications. For example, billing data, or other certified 
revenue data, is typically transferred through a secure process which prevents 
unauthorized access to the data and ensures receipt of the data by the appropriate device 
or entity. Utilizing the Internet, communications can be encrypted such as by using 
encrypted email. Further, encryption authentication parameters such as time/date stamp 
or the IED serial number, can be employed. Within the Internet, there are many other 
types of communications applications that may be employed to facilitate the above 
described inter-device communications such as email, Telnet, file transfer protocol 
("FTP"), trivial file transfer protocol ("TFTP") or proprietary systems, both unsecured 
and secure/encrypted. 

[0032] As used herein, Intelligent electronic devices ("IED's") include Programmable 
Logic Controllers ("PLC's"), Remote Terminal Units ("RTU's"), electric power meters, 
protective relays, fault recorders and other devices which are coupled with power 
distribution networks to manage and control the distribution and consumption of 
electrical power. Such devices typically utilize memory and microprocessors executing 
software to implement the desired power management function. IED's include on-site 
devices coupled with particular loads or portions of an electrical distribution system and 
are used to monitor and manage power generation, distribution and consumption. IED's 
are also referred herein as power management devices ("PMD's"). 
[0033] A Remote Terminal Unit ("RTU") is a field device installed on an 

electrical power distribution system at the desired point of metering. It is equipped with 
input channels (for sensing or metering), output channels (for control, indication or 
alarms) and a communications port. Metered information is typically available through a 
communication protocol via a serial communication port. An exemplary RTU is the XP 
Series, manufactured by Quindar Productions Ltd. in Mississauga, Ontario, Canada. 
[0034] A Programmable Logic Controller ("PLC") is a solid-state control system that 
has a user-programmable memory for storage of instructions to implement specific 
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functions such as Input/output (I/O) control, logic, timing, counting, report generation, 
communication, arithmetic, and data file manipulation. A PLC consists of a central 
processor, input\output interface, and memory. A PLC is designed as an industrial 
control system. An exemplary PLC is the SLC 500 Series, manufactured by Allen- 
Bradley in Milwaukee, Wisconsin. 

[0035] A meter, is a device that records and measures power events, power quality, 
current, voltage waveforms, harmonics, transients and other power disturbances. Revenue 
accurate meters ("revenue meter") relate to revenue accuracy electrical power metering 
devices with the ability to detect, monitor, report, quantify and communicate power 
quality information about the power which they are metering. An exemplary meter is the 
model 8500 meter, manufactured by Power Measurement Ltd, in Saanichton, B.C. 
Canada. 

[0036] A protective relay is an electrical device that is designed to interpret input 
conditions in a prescribed manner, and after specified conditions are met, to cause contact 
operation or similar abrupt change in associated electric circuits. A relay may consist of 
several relay units, each responsive to a specified input, with the combination of units 
providing the desired overall performance characteristics of the relay. Inputs are usually 
electric but may be mechanical, thermal or other quantity, or a combination thereof. An 
exemplary relay is the type N and KC, manufactured by ABB in Raleigh, North Carolina 
[0037] A fault recorder is a device that records the waveform and digital inputs, such 
as breaker status which resulting from a fault in a line, such as a fault caused by a break in 
the line. An exemplary fault recorder is the IDM, manufactured by Hathaway Corp in 
Littleton, CO. 

[0038] IED's can also be created from existing electromechanical meters or solid-state 
devices by the addition of a monitoring and control device which converts the mechanical 
rotation of the rotary counter into electrical pulses or monitors the pulse output of the 
meter. An exemplary electromechanical meter is the AB1 Meter manufactured by ABB 
in Raleigh, North Carolina. Such conversion devices are known in the art. 
[0039] A communications architecture is described that can be used for monitoring, 
protection and control of devices and electrical power distribution in an electrical power 
distribution system, where IED's can interact with other IED's and attached devices. 
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[0040] As will be described in more detail below, a power management architecture 
for an electrical power distribution system, or portion thereof, is disclosed. The 
architecture provides a scalable and cost effective framework of hardware and software 
upon which power management applications can operate to manage the distribution and 
consumption of electrical power by one or more utilities/suppliers and/or customers 
which provide and utilize the power distribution system. 

[0041] Power management applications include automated meter reading applications, 
load shedding applications, deregulated supplier management applications, on-site power 
generation management applications, power quality management applications, 
protection/safety applications, and general distribution system management applications, 
such as equipment inventory and maintenance applications. A power management 
application typically includes one or more application components which utilize the 
power management architecture to interoperate and communicate thereby implementing 
the power management application. 

[0042] The architecture includes Intelligent Electronic Devices ("IED's") distributed 
throughout the power distribution system to monitor and control the flow of electrical 
power. IED's may be positioned along the supplier's distribution path or within a 
customer's internal distribution system. IED's include revenue electric watt-hour meters, 
protection relays, programmable logic controllers, remote terminal units, fault recorders 
and other devices used to monitor and/or control electrical power distribution and 
consumption. As was noted, IED's also include legacy mechanical or electromechanical 
devices which have been retrofitted with appropriate hardware and/or software so as to be 
able to integrate with the power management architecture. Typically an IED is associated 
with a particular load or set of loads which are drawing electrical power from the power 
distribution system. As was described above, the IED may also be capable of receiving 
data from or controlling its associated load. Depending on the type of IED and the type 
of load it may be associated with, the IED implements a power management function 
such as measuring power consumption, controlling power distribution such as a relay 
function, monitoring power quality, measuring power parameters such as phasor 
components, voltage or current, controlling power generation facilities, or combinations 
thereof. For functions which produce data or other results, the IED can push the data onto 
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the network to another IED or back end server, automatically or event driven, (discussed 
in more detail below) or the IED can wait for a polling communication which requests 
that the data be transmitted to the requestor. 

[0043] In addition, the IED is also capable of implementing an application component 
of a power management application utilizing the architecture. As was described above 
and further described below, the power management application includes power 
management application components which are implemented on different portions of the 
power management architecture and communicate with one another via the architecture 
network. The operation of the power management application components and their 
interactions/communications implement the power management application. One or 
more power management applications may be utilizing the architecture at any given time 
and therefore, the IED may implement one or more power management application 
components at any given time. 

[0044] The architecture further includes a communications network. Preferably, the 
communication network is a publicly accessible data network such as the Internet or other 
network or combination of sub-networks that transmit data utilizing the transport control 
protocol/internet protocol ("TCP/IP") protocol suite. Such networks include private 
intranet networks, virtual private networks, extranets or combinations thereof and 
combinations which include the Internet. Alternatively, other communications network 
architectures may also be used. Each IED preferably includes the software and/or 
hardware necessary to facilitate communications over the communications network by the 
hardware and/or software which implements the power management functions and power 
management application components. In alternative embodiments, quality of service 
protocols can be implemented to guarantee timely data delivery, especially in real time 
applications. 

[0045] The hardware and/or software which facilitate network communications 
preferably includes a communications protocol stack which provides a standard interface 
to which the power management functions hardware/software and power management 
application components hardware/software interact. As will be discussed in more detail 
below, in one embodiment, the communications protocol stack is a layered architecture of 
software components. In the preferred embodiments these layers or software components 
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include an applications layer, a transport layer, a routing layer, a switching layer and an 
interface layer. 

[0046] The applications layer includes the software which implements the power 
management functions and the power management applications components. Further, the 
applications layer also includes the communication software applications which support 
the available methods of network communications. Typically, the power management 
function software interacts with the power management hardware to monitor and or 
control the portion of the power distribution system and/or the load coupled with the IED. 
The application component typically interacts with the power management function 
software to control the power management function or process data monitored by the 
power management function. One or both of the power management function software 
and the power management application component software interacts with the 
communication software applications in order to communicate over the network with 
other devices. 

[0047] The communications applications include electronic mail client applications 
such as applications which support Simple Mail Transfer Protocol ("SMTP"), 
Multipurpose Internet Mail Extensions ("MIME") or Post Office Protocol ("POP") 
network communications protocols, security client applications such as 
encryption/decryption or authentication applications such as secure-HTTP or secure 
sockets layer ("SSL"), or other clients which support standard network communications 
protocols such as telnet, hypertext transport protocol ("HTTP"), file transfer protocol 
("FTP"), network news transfer protocol ("NNTP"), instant messaging client applications, 
or combinations thereof. Other client application protocols include extensible markup 
language ("XML") client protocol and associated protocols such as Simple Object Access 
Protocol ("SOAP"). Further, the communications applications could also include client 
applications which support peer to peer communications. All of the communications 
applications preferably include the ability to communicate via the security client 
applications to secure the communications transmitted via the network from unauthorized 
access and to ensure that received communications are authentic, uncompromised and 
received by the intended recipient. Further, the communications applications include the 
ability to for redundant operation through the use of one or more interface layer 
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components (discussed in more detail below), error detection and correction and the 
ability to communicate through firewalls or similar private network protection devices. 
[0048] The transport layer interfaces the applications layer to the routing layer and 
accepts communications from the applications layer that are to be transmitted over the 
network. The transport layer breaks up the communications layer into one or more 
packets, augments each packet with sequencing data and addressing data and hands each 
packet to the routing layer. Similarly, packets which are received from the network are 
reassembled by the transport layer and the re- constructed communications are then 
handed up to the applications layer and the appropriate communications applications 
client. The transport layer also ensures that all packets which make up a given 
transmission are sent or received by the intended destination. Missing or damaged 
packets are re-requested by the transport layer from the source of the communication. In 
the preferred embodiment, the transport layer implements the transport control protocol 
("TCP"). 

[0049] The routing layer interfaces the transport layer to the switching layer. The 
routing layer routes each packet received from the transport layer over the network. The 
routing layer augments each packet with the source and destination address information. 
In the preferred embodiment, the routing layer implements the internet protocol ("IP"). It 
will be appreciated that the TCP/IP protocols implement a connectionless packet 
switching network which facilitates scalable substantially simultaneous communications 
among multiple devices. 

[0050] The switching layer interfaces the routing layer to the interface layer. The 
switching layer and interface layer are typically integrated. The interface layer comprises 
the actual hardware interface to the network. The interface layer may include an Ethernet 
interface, a modem, such as wired modem using the serial line interface protocol 
("SLIP") or point to point protocol ("PPP"), wired modem which may be an analog or 
digital modem such as a integrated services digital network ("ISDN") modem or digital 
subscriber line ("DSL") modem, or a cellular modem. Further, other wireless interfaces, 
such as Bluetooth, may also be used. In addition, AC power line data network interface 
may also be used. Cellular modems further provide the functionality to determine the 
geographic location of the IED using cellular RF triangulation. Such location information 
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can be transmitted along with other power management data as one factor used in 
authenticating the transmitted data. In the preferred embodiments, the interface layer 
provided allows for redundant communication capabilities. The interface layer couples 
the IED with a local area network, such as provided at the customer or utility site. 
Alternatively, the interface layer can couple the IED with a point of presence provided by 
a local network provider such as an internet service provider ("ISP"). 
[0051] Finally, the architecture includes back-end server computers or data collection 
devices. Back end servers may be provided by the consumer of electric power, the utility 
supplier of electric power or a third party. In one embodiment, these devices are IED's 
themselves. The back end servers are also coupled with the network in a same way as the 
IED's and may also include a communication protocol stack. The back end servers also 
implement power management applications components which interact and communicate 
with the power management application components on the IED's to accomplish the 
power management application. Preferably, the IED's are programmed with the network 
addresses of the appropriate back end servers or are capable of probing the network for 
back end servers to communicate with. Similarly, the back end server is programmed 
with the network addresses of one or more affiliate IED's or is capable of probing the 
network to find IED's that are connected. In either case of network probing by the IED or 
back-end server, software and/or hardware is provided to ensure that back-end servers 
communicate with authorized IED's and vice versa allowing multiple customers and 
multiple suppliers to utilize the architecture for various power management applications 
without interfering with each other. 

[0052] The back end servers preferably are executing software application 
counterparts to the application clients and protocols operating on the IED's such as 
electronic mail, HTTP, FTP, telnet, NNTP or XML servers which are designed to receive 
and process communications from the IED's. Exemplary server communications 
applications include Microsoft Exchange™. The back end server is therefore capable of 
communicating, substantially simultaneously, with multiple IED's at any given time. 
Further, the back end server implements a security application which decrypts and/or 
authenticates communications received from IED's and encrypts communications sent to 
IED's. 
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[0053] In one embodiment, software executing on the back end server receives 
communications from an IED and automatically extracts the data from the 
communication. The data is automatically fed to a power management application 
component, such as a billing management component. 

[0054] In this way, a generally accessible connectionless/scalable communications 
architecture is provided for operating power management applications. The architecture 
facilitates IED-supplier communications applications such as for automated meter 
reading, revenue collection, IED tampering and fraud detection, power quality 
monitoring, load or generation control, tariff updating or power reliability monitoring. 
The architecture also supports IED-consumer applications such as usage/cost monitoring, 
IED tampering and fraud detection, power quality monitoring, power reliability 
monitoring or control applications such as load shedding/cost control or generation 
control. In addition, real time deregulated utility/supplier switching applications which 
respond in real time to energy costs fluctuations can be implemented which automatically 
switch suppliers based on real time cost. Further the architecture supports 
communications between IED's such as early warning systems which warn downstream 
IED's of impending power quality events. The architecture also supports utility/supplier 
to customer applications such as real time pricing reporting, billing reporting, power 
quality or power reliability reporting. Customer to customer applications may also be 
supported wherein customers can share power quality or power reliability data. 
[0055] As used herein, an IED or PMD is a power management device capable of 
network communication. A back end server is a data collection or central command 
device coupled with the network which receives power management data from an IED 
and/or generates power management commands to and IED. An IED may contain a 
back-end server. The network is any communications network which supports the 
Transport Control Protocol/Internet Protocol ('TCP/IP") network protocol suite. In the 
preferred embodiment IED's include devices such as PLC's, RTU's, meters, protection 
relays, fault recorders or modified electromechanical devices and further include any 
device which is coupled with an electrical power distribution network, or portion thereof, 
for the purpose of managing or controlling the distribution or consumption of electrical 
power. 
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[0056] Figure 1 illustrates an overview of the preferred embodiment of the Power 
Management Architecture ("architecture") 100, which contains one or more IED's 102, 
103, 104, 105, 106, 107, 108, 109. The IED ! s 102-109 are connected to an electrical 
power distribution system 101, or portion thereof, to measure, monitor and control 
quality, distribution and consumption of electric power from the system 101, or portion 
thereof The power distribution system is typically owned by either a utility/supplier or 
consumer of electric power however some components may be owned and/or leased from 
third parties. The IED's 102-109 are further interconnected with each other and back end 
servers 121, 122, 123, 124 via a network 110 to implement a Power Management 
Application ("application") 211 (not shown). In the preferred embodiment, the network 
1 10 is the Internet. Alternatively, the network 1 10 can be a private or public intranet, an 
extranet or combinations thereof, or any network utilizing the Transport Control 
Protocol/Internet Protocol ("TCP/IP") network protocol suite to enable communications, 
including IP tunneling protocols such as those which allow virtual private networks 
coupling multiple intranets or extranets together via the Internet. The network 1 1 0 may 
also include portions or sub-networks which use wireless technology to enable 
communications, such as RF, cellular or Bluetooth technologies. The network 110 
preferably supports application protocols such as telnet, FTP, POP3, SMTP, NNTP, 
MIME, HTTP, SMTP, SNNP, IMAP, proprietary protocols or other network application 
protocols as are known in the art as well as transport protocols SLIP, PPP, TCP/IP and 
other transport protocols known in the art. 

[0057] The Power Management Application 211 utilizes the architecture 100 and 
comprises power management application components which implement the particular 
power management functions required by the application 211. The power management 
application components are located on the IED 102-109 or on the back end server 121- 
124, or combinations thereof, and can be a client component, a server component or a 
peer component. Application components communicate with one another over the 
architecture 100 to implement the power management application 211. 
[0058] In one preferred embodiment the architecture 100 comprises IED f s 102-109 
connected via a network 110 and back end servers 120, 121, 122, 123, 124 which further 
comprise software which utilizes protocol stacks to communicate. IED's 102-109 can be 
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owned and operated by utilities/suppliers 130, 131, consumers 132 133 or third parties 
134 or combinations thereof. Back end servers 120 121 122 123 124 can be owned by 
utilities/suppliers 130, 131, consumers 132, 133, third parties 134 or combinations 
thereof. For example, an IED 102-109 is operable to communicate directly over the 
network with the consumer back-end server 120, 121, another IED 102-19 or a utility 
back end server 123,124. In another example, a utility back end server 123, 124 is 
operable to connect and communicate directly with customer back end servers 120, 121. 
Further explanation and examples on the types of data and communication between IED's 
102-109 are given in more detail below. 

[0059] Furthermore, the architecture's 100 devices, such as the back end servers 120- 
124 or IED's 102-109, can contain an email server and associated communications 
hardware and software such as encryption and decryption software. Other transfer 
protocols, such as file transfer protocols (FTP), Simple Object Access Protocol (SOAP), 
HTTP, XML or other protocols know in the art may also be used in place of electronic 
mail. Hypertext Transfer Protocol (HTTP) is an application protocol that allows transfer 
of files to devices connected to the network. FTP is a standard internet protocol that 
allows exchange of files between devices connected on a network. Extensible markup 
language (XML) is a file format similar to HTML that allows transfer of data on 
networks. XML is a flexible, self describing, vendor-neutral way to create common 
information formats and share both the format and the data over the connection. In the 
preferred embodiment the data collection server is operable by either the supplier/utility 
130, 131 or the customer 132, 133 of the electrical power distribution system 101. SOAP 
allows a program running one kind of operating system to communicate with the same 
kind, or another kind of operating system, by using HTTP and XML as mechanisms for 
the information exchange. 

[0060] Furthermore, the application 211 includes an authentication and encryption 
component which encrypts commands transmitted across the network 110, and decrypts 
power management data received over the network 110. Authentication is also performed 
for commands or data sent or received over the network 110. Authentication is the 
process of determining and verifying whether the IED 102-109 transmitting data or 
receiving commands is the IED 102-109 it declares itself to be and in the preferred 

16 



17 



embodiment authentication includes parameters such as time/date stamps, digital 
certificates, physical locating algorithms such as cellular triangulation, serial or tracking 
ID's, which could include geographic location such as longitude and latitude. 
Authentication prevents fraudulent substitution of IED 102-109 devices or spoofing of 
IED 102-109 data generation in an attempt to defraud. Authentication also minimizes 
data collection and power distribution system 101 control errors by verifying that data is 
being generated and commands are being received by the appropriate devices. In the 
preferred embodiment encryption is done utilizing Pretty Good Privacy (PGP). PGP uses 
a variation of public key system, where each user has a publicly known encryption key 
and a private key known only to that user. The public key system and infrastructure 
enables users of unsecured networks, such as the internet, to securely and privately 
exchange data through the use of public and private cryptographic key pairs. 
[0061] In the preferred embodiment the architecture is connectionless which allows 
for substantially simultaneous communications between a substantial number of IED's 
within the architecture. This form of scalability eclipses the current architectures that 
utilize point to point connections, such as provided by telephony networks, between 
devices to enable communications which limit the number of simultaneous 
communications that may take place. 

[0062] Figure 2a illustrates a preferred embodiment where and IED 200 contains 
several power management components 201 202 203 and power management circuitry 
220. The power management circuitry 220 is operable to implement the IED's 
functionality, such as metering/measuring power delivered to the load 218 from the 
electrical power distribution system 216, measuring and monitoring power quality, 
implementing a protection relay function, or other functionality of the IED 200. The IED 
200 further includes a power management application components 201 202 203 coupled 
with the circuitry 220 and a protocol stack 212 and data communication interface 213. 
The protocol stack 212 and data communications interface 213 allow the IED 200 to 
communicate over the network 215. It will be appreciated that, as described below, the 
protocol stack 212 may include an interface layer which comprises the data 
communications interface 213. The power management application components 201 202 
203 include software and/or hardware components which, alone, or in combination with 
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other components, implement the power management application 211. The components 

201 202 203 may include components which analyze and log the metered/measured data, 
power quality data or control operation of the IED 200, such as controlling a relay circuit. 
The components 201 202 203 further include software and/or hardware which processes 
and communicates data from the IED 200 to other remote devices over the network 215, 
such as back end servers 121-124 or other IED's 200 (102-109), as will be described 
below. For example, the IED 200 is connected to a load 218. The power management 
circuitry 220 includes data logging software applications, memory and a CPU, which are 
configured to store kWh data from the load 218 in a memory contained within the power 
management circuitry. The stored data is then read and processed by the components 201 

202 in the power management application 211. The components communicate with 
operating system components which contain the protocol stack 212 and the processed 
data is passed over the network 215 to the appropriate party via the data communications 
interface 213. One or more of the components 201 202 203 may communicate with one 
or more application components located on one or other IED's 200 and/or one or more 
back end servers 121-124. 

[0063] Figure 2b illustrates an alternate preferred embodiment where an IED 240 is 
provided which includes power management application components 290. A load 280 is 
connected to an IED 240 via the electrical power distribution system 281. The IED 240 is 
further connected to the network 283. The IED 240 contains power management circuitry 
which is operable to implement the IED's functionality, such as receiving power and 
generating data from the load 280. The IED further includes a protocol stack layer 284 
and a data communication interface 286 which allows the back end server to 
communicate over the network 283. The power management application components 290 
include one or more components such as data collection component 250, an automated 
meter reading component 253 and a billing/revenue management component 252, which 
may be revenue certified, a peer-to-peer power management component 257, a usage and 
consumption management component 258, a distributed power management component 
254, a centralized power management component 255, a load management component 
259, an electrical power generation management component 260, an IED inventory 
component 261, an IED maintenance component 262, an IED fraud detection component 
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263, a power quality monitoring component 264, a power outage component 265, a 
device management component 251, a power reliability component 256, or combinations 
thereof. Furthermore, components contained on one IED 240 may operate 
simultaneously with components on an IED 102-109, 200 or another IED 240 or back 
end server (not shown). More component details and examples are given below. 
[0064] In one embodiment the application components comprise software 
components, such as an email server or an XML or HTTP server. These servers may 
include a Microsoft Exchange server or a BizTalk framework/XML compatible server. A 
Microsoft Exchange™ server is an email server computer program manufactured by 
Microsoft Corporation, located in Redmond, Washington, typically operating on a server 
computer which facilitates the reception and transmission of emails, and forwards emails 
to the email client programs, such as Microsoft Outlook™, of users that have accounts on 
the server. BizTalk is a computer industry initiative which promotes XML as the 
common data exchange for e-commerce and application integration over the internet. 
BizTalk provides frameworks and guidelines for how to publish standard data structures 
in XML and how to use XML messages to integrate software components or programs. 
Alternately, hardware components, such as a dedicated cellular phone, GPS encryption or 
decryption key or dongle are included in the components. In a further embodiment, a 
combination of both hardware and software components are utilized. Additionally, 
referring back to Figure 1, one or more power management application components 290 
can utilize the architecture 100 to implement their functionality. For example, a utility 
130 has a back end server 124 which contains power management application and 
associated components, such as a usage and consumption monitoring component 258. 
The utility 130 supplies power to a consumer 132 via the network 110 and monitors the 
consumers power consumption using the power management application components on 
the back end server 124 which communicates with the IED's 104, 105, 108 via the 
network 1 10 to retrieve measured consumption/usage data. The consumer 132 
concurrently monitors usage of loads 150 151 153, where generator 152 supplies power to 
usage load 153, using an IED 104, 105, 108 which is connected to the network 110, 
computing real time costs posted by the utility 130. A second customer 133 can also 
concurrently monitor usage loads 155 156 157 where generator 154 supplies power to 

19 



20 



usage load 157. In one embodiment, the consumer 132 monitors usage using back end 
server 120 which receives usage and consumption data from the IED's 104, 105, 108 via 
the network 110. The IED 104, 105, 108 implements power management application 
components such as load management components and billing management components. 
The back end server 120, 124 implements power management application components 
such as a data collection component, a billing/revenue management component, an 
automated meter reading component or a usage/consumption management component. 
The components on the IED 104, 105, 108 work in concert with the components on the 
back end server 120, 124 via the network 1 10 to implement the overall power 
management application. In a further embodiment, one or more power management 
application components are operating on IED 104, 105, 108 and/or back end servers 120, 
124 at any given time. Each power management application can be utilized by one or 
more users, or different applications can be used by different users. Moreover, the 
application components can exist on the same or different IED's 104, 105, 108 or back 
end servers 120, 124. 

[0065] In the preferred embodiment, the data collection component 250 enables an 
IED to collect and collate data from either a single or multiple sources via the network 
110. The data collected by the component is stored and can be retrieved by other 
components of the power management application components 290, or other components 
implemented on other IED's 102-109 located on the network 110. In the preferred 
embodiment the Automated Meter Reading component 253 is utilized to allow either the 
consumers 132, 133 or providers 130, 131 to generate power management reports from 
the IED data. In the preferred embodiment the electrical power generation management 
component 260 analyzes data received from IED's 102-109 to either minimize or 
maximize measured or computed values such as revenue, cost, consumption or usage by 
use of handling and manipulating power systems and load routing. IED inventory, 
maintenance and fraud detection component 261, 262, 263 receive or request 
communications from the IED's 102-109 allowing the power management application to 
inventory the installed base of IED's 102-109, including establishing or confirming their 
geographic installation location, or check the maintenance history of all connected IED's 
102-109 These power management applications aid in confirming outage locations or 
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authenticating communications to or from an IED 102-109 to prevent fraud and minimize 
errors. In one embodiment, the IED inventory component 261 utilizes cellular 
triangulation technologies, or caller ID based geographic locator technologies to 
determine and verify IED inventories. In the preferred embodiment the fraud detection 
component 263 further detects device tampering. In the preferred embodiment the power 
quality monitoring component 264 monitors and processes electric parameters, such as 
current, voltage and energy which include volts, amps, Watts, phase relationships 
between waveforms, kWh, kvAr, power factor, and frequency, etc. The power quality 
monitoring component 264 reports alarms, alerts, warnings and general power quality 
status, based on the monitored parameters, directly to the appropriate user, such as 
customers 132, 133 or utilities 130, 131. 

[0066] Figure 3a illustrates a preferred embodiment of an IED 302 for use with the 
disclosed power management architecture 100. The IED 302 is preferably coupled with a 
load 301 via a power a distribution system 300, or portion thereof. The IED 302 includes 
device circuitry 305 and a data communications interface 306. The IED 302 is further 
coupled with a network 307. The device circuitry 305 includes the internal hardware and 
software of the device, such as the CPU 305a, memory 305c, firmware and software 
applications 305d, data measurement functions 305b and communications protocol stack 
305e. The data communication interface 306 couples the device circuitry 305 of the IED 
302 with the communications network 307. Alternate embodiments may have power 
management control functions 305b in place of data measurement circuitry. For example, 
a relay may include a control device and corresponding control functions that regulate 
electricity flow to a load based on preset parameters. Alternately a revenue meter may 
include data measurement circuitry that logs and processes data from a connected load. 
IED's may contain one or the other or combinations of circuitry. In an alternate 
embodiment the circuitry includes phasor monitoring circuits (not shown) which 
comprise phasor transducers that receive analog signals representative of parameters of 
electricity in a circuit over the power distribution system. Further detail and discussion 
regarding the phasor circuitry is discussed in U.S. Patent Application Serial No. 
08/798,723, captioned above. 
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[0067] Figure 3b illustrates a more detailed embodiment of the IED's 310 power 
management application components 311 and protocol stacks. The IED 310 includes 
power management application components 31 1, a communications protocol stack 312 
and a data communications interface 313 (as was noted above, in alternate embodiments, 
the protocol stack 3 1 2 may include the data communications interface 3 1 3). The 
application components 311 includes a Load management component 315a, which 
measures the load's 317 consumption of electrical power from the portion of the power 
distribution system 316, a Power Quality component 315b, which measures power quality 
characteristics of the power on the portion of the power distribution system 316, and a 
billing/revenue management component 315c, which computes the quantity and 
associated value of the incoming power. The power management components are 
connected to the network via the data communications interface 313 using the 
communications protocol stack 312 (described in more detail below). 
[0068] In one embodiment, a Billing/Revenue Management component on a back end 
server receives the billing and revenue computations over the network 307 from the 
billing/revenue management component 315c on the IED 310. These computations are 
translated into billing and revenue tracking data of the load 317 associated with the IED 
310. The Billing/Revenue Management component on the back end server then reports 
the computations to the appropriate party operating that particular back end server or 
subscribing to a service provided by the operator the back end server, either the consumer 
or provider of the electrical power. Additionally, the Billing/Revenue Management 
component 315c on the IED 310 or the Billing/Revenue Management component on the 
back end server computes usage and cost computations and tracking data of the 
associated load and reports the data to the appropriate party. In a still another 
embodiment, IED 310 transmits billing and revenue data directly to the Billing/Revenue 
Management component over the network 307 and the Billing/Revenue Management 
component computes usage and cost computations and tracking data of the associated 
load and reports the data directly to the appropriate party. Furthermore, tariff data 
received from the utility by the Billing/Revenue Management component 3 15c is factored 
into usage or cost computations. 
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[0069] Figure 3c illustrates a preferred embodiment of the communications protocol 
stack 305e, In the preferred embodiment the connection between devices coupled with 
the network 1 10 is established via the Transmission Control Protocol/Internet Protocol 
("TCP/IP") protocol suite. To facilitate communications over a network or other 
communications medium, devices typically include a set of software components known 
as a protocol stack. The protocol stack handles all of the details related to communicating 
over a given network so that other application programs executing on the device need not 
be aware of these details. The protocol stack effectively interfaces one or more 
application programs executing on the device to the network to which the device is 
connected. Typically, the protocol stack is arranged as a layered architecture with one or 
more software components in each layer. In the preferred embodiment, the protocol stack 
includes an application layer 321, a transport layer 322, a routing layer 323, a switching 
layer 324 and an interface layer 325. The application layer 321 includes all of the 
applications component software and/or power management component software. The 
application layer 321 is coupled with the transport layer 322. Applications or software 
components in the application layer communicate with the transport layer in order to 
communicate over the network. In the preferred embodiment, the transport layer is 
implemented as the Transmission Control Protocol ("TCP"). The transport layer, using 
TCP, divides communications from the applications of the application layer 321 into one 
or more packets for transmission across the network. The transport layer adds 
information about the packet sequence to each packet plus source and destination 
information about what application component generated the communication and to what 
application component on the receiving end the communication should be delivered to 
once reassembled from the constituent packets. The routing layer is coupled with the 
transport layer and is responsible for routing each packet over the network to its intended 
destination. In the preferred embodiment, the routing layer is implemented as the Internet 
Protocol ("IP") and utilizes internet protocol addresses to properly route each packet of a 
given communication. The switching and interface layers 324, 325 complete the protocol 
stack and facilitate use of the physical hardware which couples the device to the network. 
This hardware may include an Ethernet interface, a modem, or other form of physical 
network connecting including RF based connections such as Bluetooth interfaces. 
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Generally, the preferred embodiments are capable of communicating via any network 
which transmits information utilizing the TCP and IP, collectively TCP/IP, protocols as 
are known in the art. TCP/IP is essentially the basic communication language of the both 
the Internet and private intranets. TCP/IP utilizes the communications protocol stack and 
can be described as comprising a TCP layer which manages the decomposing and 
reassembling of messages from the application layer 321 into smaller more manageable 
packets, and the IP layer which handles the addressing of the packets. The IP layer 
comprises the routing layer 323, the switching layer 324 and the interface layer 325. The 
interface layer 325, as described above, makes the physical connection with the network 
utilizing connections such as Ethernet, dial-up-modems, Point-to-Point Protocol (PPP), 
Serial Line Interface Protocol (SLIP), cellular modems, Tl, Integrated Service Digital 
Network (IDSN), Digital Subscriber Line (DSL), Bluetooth, RF, fiber-optics or AC 
power line communications. In an alternate embodiment multiple interface layers 325 are 
present. For example, the interface layer 325 contains both an Ethernet and cellular 
modem thus enabling the IED to connect to the network with either interface. This 
redundancy is advantageous if one interface is inoperable due to a local Ethernet or 
cellular network outage. It is preferable that one or more of the application components 
in the application layer 321 implement TCP compatible protocols for the exchange of 
their communications over the network. Such TCP compatible protocols include the 
Instant Messaging protocol, file transfer protocol ("FTP"), or Hypertext Transport 
Protocol ("HTTP"). In addition, a Secure HTTP (S-HTTP) or Secure Socket Layers 
(SSL) may also be utilized between the application layer 321 and the transport layer 322 
for secure transport of data when HTTP is utilized. S-HTTP is an extension to HTTP that 
allows the exchange of files with encryption and or digital certificates. SSL only allows 
authentication from the server where S-HTTP allows the client to send a certificate to 
authenticate to the user. The routing layer 323 and the switching layer 324 enable the data 
packet to arrive at the address intended. 

[0070] In operation the IED monitors the power distribution system for events such as 
wave shape deviation, sag, swell, kWh, kvA or other power usage, consumption, or 
power quality events and disturbances. In one embodiment, when the IED detects an 
event, it processes the event and generates an email message using an email client 

24 



25 



application component for transport over the network to a back end data collection server. 
Raw data 330, such as the error message generated from the IED or a billing signal, is 
passed into the application layer's 321 Security Sub-layer 321a where it is encrypted 
before email protocol packaging 321b takes place. Once the data 330 has been encrypted 
and packaged, the message is passed through the remaining IP layers 326 where the 
message is configured for transmission and sent to the destination address. In one 
embodiment, the destination address is for a back end server implementing a data 
collection application component. This back end server may be operated by the consumer 
or supplier of electrical power or a third party as described above. In an alternate 
embodiment the Security Sub-layer 321a includes authentication or encryption, or 
alternately the Security Sub-layer 321a is bypassed. The application layer may include 
application components which implement protocols that are designed to pass through a 
firewall or other type of software that protects a private network coupled with a publicly 
accessible network. Multiple redundant data messages may be sent from the IP layer to 
ensure the complete data packet is received at the destination. In the above operation, the 
protocol stack, which includes an SMTP or MIME enabled email client, is a scalable, 
commercial product such as the Eudora™ email client manufactured by Qualcomm, Inc., 
located in San Diego, California. In an alternate embodiment data messages may also be 
sent to redundant destination email addresses to ensure delivery of the message. Quality 
of Service (QoS) may also be implemented, depending on the volume of bandwidth 
required for the data, ensuring reliable and timely delivery of the data. QoS is based on 
the concept that transmission rates, error rates, and other characteristics of a network can 
be measured, improved and, to some extent, guaranteed in advance. QoS is a concern for 
continuous transmission of high-bandwidth information. The power quality events, 
consumption, disturbances or other usage data may be stored in the IED and sent to the 
destination address upon request from an application component operating at the 
destination address, upon pre-determined time intervals and schedules, upon pre-defined 
events or in real time. In an alternate embodiment a IED may transport data or requests to 
or receive data or requests from other IED's directly, also know as peer-to-peer 
communications. Peer-to-peer is a communications model in which each party or device 
has the same capabilities and either party or device can initiate communication sessions. 

25 



26 



[0071] In an alternate embodiment the Security Sub-layer 321a may include multiple 
encryption keys, each conferring different access rights to the device. This enables 
multiple users, such as a utility and customers, or multiple internal departments of a 
utility or customer, to send or receive data and commands to or from the IED. For 
example a customer's IED sends out two encrypted messages, one billing data and one 
power quality data, to the customer's office site. The billing data message is encrypted at 
a level where only the internal accounting department has access to decrypt it. The power 
quality data message is encrypted at a different level where the entire company can 
decrypt the message. Furthermore, in the preferred embodiment, commands sent to or 
from the IED are coupled with the appropriate encryption key. For example, the IED's 
Security Sub-layer 321a may only permit billing reset commands to be received and 
processed if the command has been authenticated where the point of origin was the 
appropriate customer or utility. Further, encrypted email messages may also include 
various encrypted portions, each accessible and readable with a different encryption key. 
For example an IED sends out one message to both the utility and the customer 
containing billing data and power quality data. T he data is encrypted with two different 
encryption keys so only the utility can decrypt the power quality data and only the 
customer can decrypt the billing data. 

[0072] In operation the IED monitors the power distribution system 301 for billing 
events such as, kWh or kvA pulses. In one embodiment the IED may store billing events 
and transport the data to the power management application components operating on a 
back end server either upon request or upon pre-determined time intervals. Alternately 
the IED may transport billing event data in real time to the back end server. Data may be 
filtered through the either the Back End Server's or IED's power management components 
or any combination or variation thereof, before being entered into the Billing/Revenue 
Management component where billing, revenue, cost and usage tracking are computed 
into revised data. The Billing/Revenue Management components either stores the 
computations for future retrieval or pushes the revised data to the appropriate party, such 
as the consumer or provider of the electric power system. Data can be retrieved upon 
command or sent or requested upon a scheduled time. 
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[0073] In the preferred embodiment the back end server's operate in a similar 
approach to the IED's. The back end server contains a transport protocol stack and power 
management application components. Alternatively, a back end server could be a 
function or component of the IED, i.e., implemented as an application component. 
[0074] The IED 402 implements power management functions on the whole electrical 
power distribution system 400 or just a portion thereof. Referring to Figure 4a the IED 
402 monitors the electrical power via the system 400 to a load 401 and reports events and 
data to the power management application components 41 1 through the network 410. 
The power management application components 411 are preferably operating on a back 
end server. The events and data are collected and processed through the automated meter 
reading components, billing/revenue management components or a combination and 
variation thereof, and revised data or commands are sent back to the IED through the 
network 410, enabling control of the power flow and distribution of the loading on the 
power distribution system. The automated meter reading component allows for retrieval 
and collection of data for the customer, utility or third party. The component further 
allows for schedule driven, event driven or polling commands which are operable to push 
data onto the network. 

[0075] The power management functions implemented by the IED's enables the back 
end servers or IED's to control power flow and distribution over the electrical power 
distribution system. Specifically the power management application components process 
power measurement data and generate power measurement and reporting commands, 
transmitting them to the back end servers or IED's for execution. Referring now to Figure 
4b, in one preferred operation a load is monitored by a IED where kvA or kWh pulses 
420 translated into data 422 are sent in real time over the network 424 to the Application 
via email or another transport protocol. If pre-processing is required 425a the raw pulse 
data is transported into a data collection server or component where it is translated into a 
format readable by the billing/revenue management component 426. Alternately, the 
billing/revenue management component may be configured to receive and process data 
without pre-processing 425b. Once sent to the billing/revenue management component 
428 the data is compared and analyzed according to 430 for usage, consumption or billing 
revenue ranges against a pre-determined tariff structure 432 where any anomalies, excess 
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or shortages are reported back to the IED in the form of a command to a power 
management function which controls the power flow and load distribution accordingly 
434. The components further contact the required parties, such as the consumer or 
provider of the load, over the network, forwarding power quality, billing, usage or 
consumption reports or any power management functions that were required against the 
set tariff structure according to 436. 

[0076] Figure 5a illustrates a preferred embodiment for a usage and consumption 
management application of the power management architecture. The IED 502 
implements a power management function of controlling the source of electrical power 
for the load 501 from either energy supplier 1 505 or energy supplier 2 506. The 
application is designed to take advantage a deregulated marketplace and operate the load 
501 from the most cost efficient energy supplier at the given time period. Which supplier 
is most efficient may fluctuate frequently as a function of the energy market and supply 
and demand for electrical power. Referring to Figure 5b, the IED 502 contains a usage 
and consumption management component which receives tariff and cost structures from 
multiple energy suppliers 505, 506. The component receives usage and consumption 
from the Load 501 and compares actual usage against multiple tariff structures choosing 
the most cost effective provider for a given load. Similarly the load management 
component 259, as shown in Figure 2b, is utilized to connect and disconnect loads to and 
from the electrical distribution system during either low and high rate and demand 
periods, hence reducing the electrical power costs and demand. In the preferred 
embodiment the load management component 259 is programmed to run in an automated 
fashion based on feedback from the system, however in an alternate embodiment the 
component is operated manually based on user input. 

[0077] For example, an IED 502 is connected to a power line 500 and associated load 
501 . The IED 502 measures power usage by the load and by converting a kWh or kVa 
pulse 511 into data 512 and transmits this consumption data 514 over a network 510 to a 
usage and consumption management application component operating on a back end 
server. The Usage and consumption management component receives and tracks cost and 
usage 516, 518 and upon receiving costs 520 compares rates for actual usage against 
multiple suppliers bids 522. Suppliers have the option to either push tariff structures to 

28 



29 



the application component or have tariff structures polled over the network. Once the 
most cost effective structure is determined by the usage and consumption management 
component, a command or function is sent to the IED 502 with the new tariff structure 
523, 524 and the process is complete 530. Alternately, the new tariff structure is applied 
across to the billing/revenue management component where billing is applied to the usage 
and revenue reports are forwarded onto the appropriate parties. 
[0078] In another example the usage and consumption management component 
determines all suppliers tariff structures are too expensive to warrant usage or 
consumption thus a command to reduce consumption to a desired level is transmitted over 
the network to the IED 525. Furthermore, an alternate embodiment includes application 
of real-time usage and cost monitoring of loads being measured by an IED and multiple 
energy and distribution system suppliers. 

[0079] In an alternate embodiment the usage and consumption component is pre- 
programmed to monitor and shed loads based on a exceeding a set tariff structure. For 
example an IED 502 monitors a load 501 connected to a power distribution system 500. 
Energy is supplied by an energy supplier 505. The IED contains a tariff structure that has 
a limit of $0.80/kWh during peak hours of 6 am to 6 pm and a limit of $0.60/kWh for 
non-peak hours of 6 pm to 6 am. The IED 502 monitors the power usage of the load 501 
vs. the actual tariff structure of the energy supplier and shuts the load 501 off if the actual 
tariff exceeds the limits of $0.80/kWh during peak times or $0.60/kWh during non-peak 
times. 

[0080] The centralized power management component 255 allows the centralization 
of work at one location, such as a centralized billing server, load management server or 
master IED, which collects and processes data from various devices spread over the 
network. In operation, remote lED's connected to the network transmit data to the 
centralized power management component where operations such as billing, load 
management, usage and consumption reporting are processed in one central location. 
[0081] The distributed power management component 254 allows for the distribution 
of work or data processing to various devices on the network. In operation, an IED 
measures or detects an occurring or impending catastrophic power quality event and alerts 
other downstream IED's (on the power distribution network) of the event thereby giving 
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the downstream IED's an opportunity to disconnect or alter loads before the event reaches 
the downstream system and causes damage. The component further includes a function 
that, upon detection of an occurring or impending event, alerts downstream IED's or back 
end servers to alert their connected loads to either protect themselves from the outage by 
shutting down, or instructing them to shut down applications that may cause critical 
failure or damage if interrupted, such as writing to a hard-drive. Figure 6 illustrates a 
preferred embodiment of the distributed power management component in action. An 
Electrical power distribution system 600 distributes energy over distribution lines 601 
which are connected to multiple IED's 620, 622, 624, 626 which are present to 
continuously monitor the energy being fed onto their respective loads 621 623 and 
generators 625 627 on a given branch and furthermore all IED's 620, 622, 624, 626 are 
connected via a network 610 as described above. IED's 616 618 are also present on the 
distribution system 600 to continuously monitor energy being transferred onto the system 
as a whole. It will be appreciated that the loads and generators may reside on multiple or 
separate consumer sites. In operation, a catastrophic power quality event is detected on a 
load 623 by the attached IED 622. The IED 622 takes appropriate action, such as 
triggering a protection relay, on the load and further transmits communications of its 
actions to upstream IED's 616 618. This ensures local containment of the event by the 
IED 622 informing upstream IED ? s to not duplicate the action on the larger system. 
Obviously retaining upstream IED f s as a backup is not discounted in this operation. 
Alternatively, the operation is utilized to coordinate downstream IED's over the network 
610. For example an event may be detected at the distribution system 600 by an IED 616 
monitoring the system 600 which triggers, for example, a protection relay. The IED 616 
which triggered the protection relay communicates its actions to downstream IED's 618 
620 622 624 626 over the network 610 allowing them to take appropriate intelligent 
action, such as disconnection the generators 625 627. It can be appreciated that IED 
applications may include a combination of the centralized and distributed power 
management components. 

[0082] In one embodiment, a power reliability component 256 is provided in the IED 
to measure and compute the reliability of the power system. Power system reliability is 
discussed in commonly assigned U.S. Patent No. 6,671,654, "APPARATUS AND 
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METHOD FOR MEASURING AND REPORTING THE RELIABILITY OF A POWER 
DISTRIBUTION SYSTEM", captioned above. In the preferred embodiment the 
component 256 computes and measures reliability as a number of "nines" measure. The 
component includes a function which compiles the reliability of the power from other 
components located on back end servers or IED's, giving a total reliability. This function 
also enables a user to determine which part of the distribution system has the most 
unreliable power. Knowing this enables the user to focus on the unreliable area, 
hopefully improving local power reliability and thus increasing overall reliability. 
[0083] For example, referring now to Figure 7, an IED 71 1 is connected to a network 
710 and measures the reliability of the power distribution system 701 which supplies 
power to loads 722 724 within a customer site 705. The customer also provides a 
generator 726 which supplies power to the loads 722 724 at various times. The customer 
measures the power reliability of the system for the load 722 724 using the associated 
IED 712 714 and considers it unreliable. One IED f s 714 power reliability component 
polls the other IED's 711 712 716 and determines the unreliable power source is coming 
from the generator 726. From this the customer can decide to shut off the power supply 
from the generator 726 in order to improve the power reliability of the system. 
[0084] In another embodiment, a power outage component 265 is provided in the IED 
which informs the appropriate parties of a power outage using email or other transport 
protocols. In the preferred embodiment an IED is connected to a power system when a 
power failure occurs. The IED's power outage component 265 contains hardware, such as 
a battery backup and modem, which enables the IED to transmit a power failure warning 
to the appropriate parties, such as the utility or customer, such as by email over a network 
as described above. Further, a cellular modem may be utilized to call out to indicate the 
location of an outage. Physical locating algorithms such as cellular triangulation or 
telephone caller ID can be used to track or verify outage locations. 

[0085] Peer to peer communications between IED's and between back end servers are 
supported by the peer to peer management component 257. In the preferred embodiment 
peer to peer communications are utilized to transport or compile data from multiple IED's. 
For example, as shown in Figure 8, an IED 800 is connected to a network 810. Multiple 
loads 806 808 draw power from a power utility's 803 power distribution line 801 and each 
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load is monitored by an IED 802 804. An IED 800 polls load and billing data from all 
other IED's on the network on the customer site 802 804. Upon request, the IED 800 then 
transmits the load and billing data to the customer's billing server 814. In the preferred 
embodiment, the IED 800 communicates the load and billing data in a format which 
allows software programs inside the customer billing server 814 to receive the data 
directly without translation or reformatting. 

[0086] Transmission of data in XML format allows a user to receive the data in a 
readable self-describing format for the application intended. For example, traditional data 
file formats include comma- separated value files ("CSV"), which contain values in tables 
as a series of ASCII text strings organized so each column value is separated by a comma 
from the next column's value. The problem with sending CSV file formats is the 
recipient may not be aware of each column's desired meaning. For example, a CSV file 
may contain the following information sent from a revenue billing application: 

45.54,1.25,1234 Elm Street, 8500 
where 45.54 is the kWh used this month, 1.25 is the kWh used today, 1234 Elm Street is 
the location of the device and 8500 is the type of device. However, if the recipient of the 
CSV file was not aware of the data format, the data could be misinterpreted. A file 
transported in XML is transmitted in HTML tag type format and includes information 
that allows a user or computer to understand the data contained within the tags. XML 
allows for an unlimited number of tags to be defined, hence allowing the information to 
be self-describing instead of having to conform to existing tags. The same information is 
transmitted in XML format as: 

<billing_information> 

<kWh_month>45 . 54</kWh_month> 

<kWh_day> 1 .25</kWh_day> 

<location>1234 Elm Street</location> 

<device_type>8500</device_type> 

</billing_information> 
[0087] Transmission in XML format allows the recipient to receive XML-tagged data 
from a sender and not require knowledge of how the sender's system operates or data 
formats are organized. In a preferred embodiment communications between IED's 
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connected to the network are transmitted in XML format. An IED utilizes XML based 
client application components included within the power management applications and 
transmits the data in XML format so little or no post-processing is required. Figure 9 
illustrates an example of the preferred embodiment. An IED 902 is connected to a power 
distribution line 900 and associated load 901 owned by a customer 920. Power is 
supplied by a power utility's 908 power generator 903. The power utility also has a utility 
billing server 906 which compiles billing data from consumers drawing power from their 
power generators. The IED 902 is connected to the utility billing server via a network 
connection 910 and the IED 902 measures usage and consumption of the load, and other 
values associated with billing. The utility billing server 906 contains billing software, 
such as a MV90, which requires data in a specified format. Either upon request, or a pre- 
scheduled times, the IED 902 transmits the usage, consumption and billing data 
associated with the load 901 to the utility billing server 906 in XML format. The 
customer also has a monitoring server 921 which is dedicated to receiving billing data 
from the IED 902 and reporting usage and consumption to the appropriate parties, the 
monitoring server 921 also reads data in a specified format for its associated monitoring 
software. The IED 902 transmits the same usage, consumption and billing data to the 
monitoring server 921 in XML format. By utilizing XML data formats the data 
transmitted by the IED 902 can be read by multiple servers or IED's 902 that do not 
require knowledge beforehand of the order or type of data that is being sent. In an 
alternate embodiment an IED 902 may also receive inputs from peripheral devices which 
may be translated and combined in the XML transmission. For example, the load 901 is a 
motor which contains a temperature probe. The temperature probe is connected to the 
IED 902 and allows the IED 902 to monitor the motor temperature in addition to power 
data on the power distribution line 900. The IED 902 is programmed to act on the 
temperature input by shutting down the motor if the temperature exceeds a pre-defined 
critical level by tripping a relay or other protection device (not shown). The IED 902 is 
further programmed to alert the customer monitoring server 921 and an alert pager 922 
and if such an action takes place. This alert transmission is sent in XML format so both 
the server 921 and the pager 922, which may be configured to read incoming 
transmissions differently, receive the alert transmission in the form it was intended. It can 
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be appreciated that the IED 902 can receive data in XML format from multiple sources 
without complete knowledge of their file transfer notations. 

[0088] In an alternate embodiment the back end servers include software that is 
generally included on a majority of existing computer systems, such as Microsoft 
Office™ software, manufactured by Microsoft Corporation, located in Redmond, 
Washington which includes the software applications Microsoft Word™ and Microsoft 
Excel™. The software receives data in a self describing format, such as XML, and the 
software includes off the shelf applications and processes such as a Microsoft Exchange 
Server, Microsoft Excel and associated Excel Workbooks, Microsoft Outlook and 
associated Outlook rules, Microsoft Visio and associated Visio Stencils, Template files, 
and macros which allow the user to view and manipulate data directly from the IED. In 
one embodiment the IED transmission format makes use of existing standard software 
packages and does not require additional low level components, such as a 
communications server communicating with a serial port, which are normally required to 
interface to the IED communication ports. Further, the embodiment does not require a 
separate database, as the data is stored in the software programs. This allows a user to 
view data from the IED using standard computer software. For example, referring now to 
Figure 10, an IED 1002 monitors a load 1001 and passes the monitored data over network 
1010 to a monitoring server 1011. The data can be transmitted using a variety of 
protocols, such as FTP, TCP/IP or HTTP, as described above. In the preferred 
embodiment data is transmitted in an HTTP based form or an SMTP form where the 
HTTP form is a self-describing format such as XML and the SMTP format is an email 
message. The monitoring server 1011 includes Microsoft Exchange Server 1022, Visio 
1021, Microsoft Excel 1020 and Excel Workbooks 1023. The Excel software 1020 is 
capable of receiving data directly from the IED in a self-describing format, thus allowing 
the user to view real time load profiles or graphs and other monitored data directly from 
the IED in real time. The Visio software 1021 is also capable of receiving data directly 
from the IED in a self-describing format, thus allowing the user to process and view real 
time data in Visio format. Alternately, the IED transmits power quality, load, billing data 
or other measured or monitored values to the Excel Workbooks 1023 via the Exchange 
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Server 1022. The Excel or Visio software is then capable of retrieving historical data 
directly from the workbooks. 

[0089] Referring to Figure 1 1 , there is shown an exemplary screen display of a 
Microsoft Excel worksheet which is coupled with the IED 1002 as described above. In 
this example, the IED 1002 is a model 8500 meter, manufactured by Power Measurement 
Limited, in Victoria, British Columbia, Canada. The IED 1002 is coupled via a TCP/IP 
based network with a personal computer having at least 64 MB memory and 6 GB hard 
disk with a Pentium™ III or equivalent processor or better, executing the Microsoft 
Windows 98™ operating system and Microsoft Excel 2000. The computer further 
includes Microsoft Internet Explorer ™ 5.0 which includes an XML parser that receives 
and parses the XML data from the meter and delivers it to the Excel worksheet. The 
worksheet displays real time data received directly from the IED 1002 in an XML format. 
As the IED 1002 detects and measures fluctuations in the delivered electrical power, it 
transmits updated information, via XML, to the worksheet which, in turn, updates the 
displayed data in real time. Note that all of the features of the Microsoft Excel program 
are available to manipulate and analyze the received real time data, including the ability 
to specify mathematical formulas and complex equations which act on the data. Further, 
display templates and charting/graphing functions can be implemented to provide 
meaningful visual analysis of the data as it is received. Further, the real time data can be 
logged for historical analysis. In one embodiment, the activation of a new IED 1002 on 
the network is detected by the worksheet which cause automatic generation of a new 
worksheet to receive and display data from the new device. 
[0090] As described above, a generally accessible connectionless/scalable 
communications architecture is provided for operating power management applications. 
The architecture facilitates IED-supplier communications applications such as for 
automated meter reading, revenue collection, IED tampering and fraud detection, power 
quality monitoring, load or generation control, tariff updating or power reliability 
monitoring. The architecture also supports IED-consumer applications such as usage/cost 
monitoring, IED tampering and fraud detection, power quality monitoring, power 
reliability monitoring or control applications such as load shedding/cost control or 
generation control. In addition, real time deregulated utility/supplier switching 
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applications which respond in real time to energy costs fluctuations can be implemented 
which automatically switch suppliers based on real time cost. Further the architecture 
supports communications between IED's such as early warning systems which warn 
downstream IED's of impending power quality events. The architecture also supports 
utility/supplier to customer applications such as real time pricing reporting, billing 
reporting, power quality or power reliability reporting. Customer to customer 
applications may also be supported wherein customers can share power quality or power 
reliability data. 

[0091] Using XML to transfer data within a power monitoring system, as was 
described above, can further simplify the interoperability among IED's and between 
IED's and other software or hardware systems/devices. Given the limitations of modem 
data communications methodologies, and that uses of these methodologies continuously 
push the boundaries of newer/updated technologies, it is typically not possible to 
communicate an entire data file, such as an XML document, substantially instantaneously 
from one device to another. Alternatively, where it is possible to communicate an entire 
data file substantially instantaneously, it may be advantageous to break up the file as 
described and communicated in multiple pieces. 

[0092] Typically, when transferring data, such as XML documents, between devices, 
or otherwise receiving or transmitting such data to or from a source, such as a storage 
device, network or other device, etc., the entirety of the data is broken down into a 
collection of subsets compatible with the communications medium being used. For 
example, communications over the Internet are typically broken up into multiple packets. 
These subsets are then substantially sequentially transmitted or "streamed" over that 
medium to the receiver who receives the data. The data may be broken down into blocks, 
packets or other subsets for transmission, the sequence or collection of these subsets 
being referred to as a "data stream." These transmitted subsets may then be transmitted, 
in order, out of order, via the same or different communications paths, to the receiver who 
reassembles the communication. Thereby, there is a minimum latency incurred before the 
first of the subsets are received and an overall delay incurred until all of the subsets have 
been received. Further, when all of the subsets of the data are needed to process the 
whole of the data, the receiving device is limited to waiting for all of the subsets to arrive 
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prior to being able to process that data. In addition to this delay, the receiving device also 
incurs the resource cost of having to be capable of receiving and buffering the entire data. 
It will be appreciated, that while the disclosed embodiments are discussed in relation to 
communications over wide area networks, such as the Internet or intranets, 
communications over other mediums are also contemplated, such as communications 
over device interfaces, such as PCI, serial-ATA, USB, or IEEE 1391 ('Tire wire"). In 
addition, the disclosed embodiments are discussed in relation to "processing" of data 
wherein processing may include generation/transformation of that data for subsequent 
transmission, in whole or in part, by the transmitting device and 

translation/interpretation/transformation/parsing of received data by the receiving device. 
Generally, it will be appreciated that the techniques disclosed herein may be equally 
applicable to both the transmission and reception of data. 

[0093] For example, XML documents may be processed using several different 
methods which are typically memory or otherwise resource intensive. Using such 
methods, the complete XML document, or the data equivalent to the complete document, 
is stored/maintained in the memory of the processing system while it is undergoing such 
processing. As the memory capacity of the processing system is normally not a concern 
for most applications, such methods, which operate on the complete XML document, 
work just fine. Unfortunately, typical IED devices, as described above, include only a 
limited amount of available memory to store XML messages/documents as they are 
received or generated. In many cases, manufacturing costs and/or design limitations 
necessitate including a smaller amount of memory than is necessary to store the entirety 
of a typical XML document prior to or during parsing or transmitting. Further, as new 
and more resource intensive uses and technologies are developed, the memory capacity 
and processing resources of existing devices, sufficient when the device was first 
installed, quickly becomes insufficient. Thus there is a need for a method of 
incrementally generating and parsing XML documents without having to buffer the 
complete XML document in memory before, during or after processing. This reduces the 
processing delay incurred in processing the XML due to the latency of receiving the first 
processable increment and reduces the amount of memory and other resources that must 
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be made available or otherwise reserved for the processing. Further, memory capacity as 
a limitation on future development is mitigated. 

[0094] The disclosed embodiments relate to decomposing an XML document into a 
set of incremental processable segments or portions and "pipelining" the processing, i.e. 
generation or transformation, and communication, i.e. reception or transmission, of those 
segments through independent processing stages, such that processing of each segment 
can be completed independently of the processing of the other segments. The types of 
data that can be transferring using incrementally generated or parsed documents include 
load profile data, power quality data, energy data, alert messages, status information, 
energy management configuration information, price, cost and temperature data as well as 
other power management data or derivations therefrom, as described above, presently 
known or later developed. 

[0095] An XML document is essentially a collection of ASCII characters arranged in 
a meaningful format according to the XML specification. As the ASCII data of an XML 
document is incrementally received, it initially has no meaning to the receiving system 
other than that it is expected to be an XML document. This subset of data is not 
necessarily valid or well formed XML code but may be fed to a parser or other 
interpreter. However, the parser or interpreter may be unable to begin the parsing or 
interpretation of the XML code until enough data has been received to provide minimally 
recognizable XML code, referred to herein as a processable segment. An example of a 
processable segment is an XML token which is the smallest unit of XML code. Examples 
of XML tokens include "<", ">", element names, character data, etc. An XML fragment 
is a subset of an XML document built from XML tokens and other XML fragments 
according to the syntax of XML. An XML fragment may comprise one or more 
processable segments. 

[0096] Figure 12 shows one method of reading an XML document in its entirety prior 
to transforming that document in some way. It will be appreciated that the transformation 
may include preparing a generated document for transmission to a destination or parsing a 
received document for subsequent interpretation/processing. Blocks 1200, 1201 and 1202 
essentially form a loop which reads in the entire document from its source, i.e. receives 
all of the subsets of the data, before permitting execution of the transformation block 
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1203. In particular, for an exemplary XML document which is being received or 
otherwise read in anticipation of parsing and translation, part of the document is read 
1200, and then stored into an internal data structures 1201. This process is repeated for 
the subsequent parts of the document as long as there is more incoming data left 1202. 
Once the XML document has been completely read, the transformation 1203 of the XML 
document occurs. Finally the transformed document is output 1204. Note that blocks 
1200, 1201 and 1202 must complete before blocks 1203 and 1204 can be performed, i.e. 
the complete document needs to be read and stored before the next step can occur. 
[0097] As used herein, the terms sequential and incremental are used to refer to 
applications or computer operating environments/architectures which operate 
incrementally on data streams, i.e. operate on a portion of the data, or a subset thereof, in 
the stream as it is received and generating an output, before processing the next data, 
portion, or subset thereof. Typically, a sequential or incremental application is 
implemented, as described herein, as a series of processing stages, each stage consuming 
its input from a source or prior stage and generating an output to a sink or to the next 
stage before consuming and processing the next input. Although each processing stage 
must wait for the previous stage to generate its output before processing that output, the 
processing performed by the particular stage is independent of the other stages, i.e. is self- 
contained and does not involve the other stage, e.g. the previous stage is free to accept 

and process additional input. This is distinguished from the use of the term "sequential" 

/ 

for computer architectures to distinguish these architectures from parallel processing 
architectures which generally refer to the way in which computer program code is 
executed by the architecture, both of which may be used to implement the disclosed 
embodiments. Additionally, other software development techniques may also be used to 
implement the disclosed embodiments such as threading and concurrency. 
[0098] Incrementally generated or parsed/transformed/translated XML has the 
advantage that neither the complete XML document, nor the representation of the XML 
as a data structure, need be stored in the memory of the processing device at any one time 
for the generation or parsing operation to be able to operate, thereby reducing the delay in 
commencing processing or transmission of the data and the amount of memory needed, 
and consequently the manufacturing cost, with the additional advantage of extending the 
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capabilities of the IED to handle XML documents of unlimited or unspecified size. Only 
those parts of the document currently being processed need to be contained in the 
memory. Once processed, those parts can be discarded, such as by using an automated 
garbage collection mechanism as provided by Java, or alternatively, by manually 
releasing the resources using specific functions. When receiving data from a source, the 
unprocessed parts can be in transit or otherwise contained in the lower communication 
layers or maintained at the source device that is communicating the source data or XML 
document to the XML processing device, until needed. 

[0099] Processing of the incremental data may include encrypting or decrypting the 
incremental data, generating authentication information, compressing or translating the 
incremental data into other formats and protocols. Generating authentication information 
can include signing the data stream to verify the identity of the originating IED and 
validity of the data stream to consumers of the data stream or alternatively adding a 
hashing function to verify that the data has not been tampered with while being 
transported across the intervening network. In one embodiment, the transformations are 
implemented using a lazy functional programming language such as Haskell, or a 
declarative language such as extensible Stylesheet Language ("XSL") which allows for a 
simple implementation, i.e. the intermediate data in the chains can be deleted once it has 
been processed. Other examples of transformations that can be implemented include 
transforming from an original character set to a different character set, transforming from 
an internal data structure into a formatted human or machine readable structure or other 
transformations necessary to transmit the data over a communication link from the IED to 
a client computer. Some sample character sets or formats that can be used include 
Unicode UTF-8, Unicode UTF-16, ASCII, Latin encoding and base64 formats. The 
eventual transmission protocol used can also be viewed as another transformation of the 
data. The data can be transmitted in SMTP, MIME, HTTP, XML, wireless binary XML, 
SOAP, CSV and other protocols and formats as known in the art. The transformation 
may also be a unity transform, where the inputs are copied to the outputs, but the 
transform has the side effect of computing some value based on the inputs such as a one- 
way hash function that can be appended onto the data stream or transmitted using other 
methods. 
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[00100] While the embodiments described below utilize Internet based electronic 
mail as the medium to communicate the incrementally generated XML documents, it will 
be appreciated that other communications protocols may also be used, such as HTTP, 
FTP, etc. Further, non-TCP/IP based protocols may also be used. TCP/IP based 
protocols offer the advantage of standardization, a packet based implementation, 
widespread implementation and ease of use. 

[00101] Regarding the generation of documents for subsequent communication, 
there are known methods to incrementally generate data messages in simple formats, such 
as CSV. CSV formatted data messages simply consist of ASCII text or other low-level 
data encoding format, arranged in a prescribed record format wherein the records are 
defined by column delimiters, such as commas, and row delimiters, such as line-breaks. 
Each record is encoded independently of the other records. Incremental generation of 
such a file includes generating each row of data, including the data elements separated by 
column delimiters, followed by the row delimiter and providing that data row for 
subsequent processing, such as by providing it to the communications layer which 
subsequently transmits it to the destination, for example, in a packet making up the body 
of a simple email message. 

[00102] Unfortunately, including data messages in the body of an electronic mail 
message requires additional custom logic on both the transmitting and receiving ends to 
insert and properly extract the message, especially where multiple separate messages are 
included. In addition, Internet based email messages are typically routed through many 
different intervening email systems and/or routers, all of which may not handle the 
message body in a standardized manner, potentially resulting in corruption of the 
message(s). This limits the complexity of the data messages that can be transmitted in 
this manner. 

[00103] Additionally, such systems unreliably handle documents which utilize a 
markup-based format, such as XML. Such documents present additional complexities in 
that the encoding of data into the markup format at one point in time may affect the 
encoding of subsequent data into the markup format. For example, encoding one piece of 
data may require that a begin-tag be generated, for example to indicate the data type of 
the data to follow the tag, and further necessitating future generation of an end tag. 
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Further, such tags may be nested. Should the body of the document be compromised, the 
XML code contained therein may no longer be well formed and/or valid, resulting in 
unreliable processing of the XML code. As discussed in more detail below, XML code is 
considered well formed if it is structured according to the syntax described in the XML 
specification. XML code is considered valid if the particular code fits within the overall 
XML schema. An XML schema represents the interrelationship between the attributes 
and elements of an XML object (for example, a document or a portion of a document). 
XML code can be well formed but not well valid. 

[00104] In one embodiment, an incremental XML generator is coupled with an 
electronic mail generator which includes the incrementally generated XML document as a 
Multi-Purpose Internet Mail Extensions ("MIME") attachment to the email message. 
MIME is an enhancement to the original electronic mail protocols allowing the exchange 
of messages including data files preserved in their original encoding and format. Using 
MIME, the data, such as the XML document, is attached to the email message as a MIME 
attachment. The incremental XML document generator incrementally generates an XML 
document and attaches the data of the document to the email message as the email 
message is streamed/transmitted to the email server. In this embodiment, both the 
communications process and the receiver of the message are unaware that the MIME 
attachment is being generated as it is transmitted. 

[00105] By attaching the XML document as a MIME attachment, the capabilities of 
the MIME protocol can be utilized. For example, multiple XML documents may be 
attached to the same email message. Further, standardized handling of MIME encoded 
messages ensures that those messages arrive intact. By convention, electronic mail 
applications do not modify email attachments but are permitted to modify the body of the 
message. In addition, standardized handling of MIME encoded messages upon receipt 
permits automated or user directed execution of applications based on the content of the 
MIME attachment. This may greatly simplify subsequent processing of MIME encoded 
messages. 

[00106] In operation, an exemplary IED, according to the present embodiment, 
generates some data, such as a table of voltage measurements. This data is to be 
ultimately supplied to a remote management system for subsequent processing. The IED 
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passes the data values, in real time as they are generated or, alternatively, in batch, in 
whole or in part, to the incremental XML document generator. As the generator receives 
the data, the data is encoded into the XML format and transferred to the communication 
layer for transmission. Wherein the data is delivered to the XML generator in batch, the 
generator may transfer the encoded XML data, as it is encoded, to the communications 
layer for transmission. At the beginning of transmission, the communications layer will 
generate the proper email message headers, setting up the XML document as a MIME 
attachment, and transmit them to the recipient system. Thereafter, as each piece of data is 
handed off to the XML generator, encoded in XML and transferred to the 
communications layer, the communications layer will transmit that data as part of MIME 
attachment. Once the last piece of data is provide to the XML generator, encoded and 
transferred to the communications layer for transmission, the XML generator will indicate 
to the communications layer that the message has ended. The communications layer will 
then properly terminate the message and attachment. To the receiving system, the email 
message will appear to be a standard MIME encoded email containing an XML 
document. The receiving system is not aware that the mail message (and the included 
MIME attachment) has been broken into multiple pieces for transmission. 
[00107] There are several different methods to incrementally generate the XML 
document, and all are contemplated by the disclosed embodiments. One technique is to 
build a tree structure that contains the data that will be represented in the final document, 
perform the required transformations into XML encoded format on the data in the tree 
structure format, and finally serialize the document from the tree structure by traversing 
the tree structure and incrementally outputting the data stored at each node as each node 
is traversed. This technique, however, requires that the source data be complete and be 
placed into the tree prior to the transformations. Other techniques may perform the 
necessary transformations as the data is generated. Figure 15 illustrates an exemplary 
method for generating 1500 and transmitting 1501 an XML document that cycles until the 
generation is complete 1502. The generation of the XML document in Figure 12 may be 
accomplished using the exemplary transformations of Figure 16. The transformations are 
from the source 1610 to Unicode translation 1620 to unity 1630, then either a hash value 
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output 1640 or to XML parsing 1650 to HTTP transformation 1660 and to TCP/IP data 
sink 1670. 

[00108] Parsing XML documents normally involves reading and instantiating the 
complete document in memory into some sort of data structure. Once the document has 
been parsed, then queries can be run against the data structure and the relevant data 
extracted. Even if the entire contents of data structure is needed by the application, the 
parsed data representing the XML document may not be in the data format for easy 
processing by the application. In that case the entire data structure must be processed 
again into yet another data structure in order to simplify the processing by the application. 
However, as described above, in memory constrained systems, there may not be enough 
memory to store the complete data structures that are required in this transformation if the 
complete document needs to be transformed at the same time. Using incremental 
techniques, specific parts of the document can be incrementally transformed to extract the 
required data. 

[00109] There are three main methods of parsing an XML document. A pull parser 
describes an application consuming the XML document which asks for a specific element 
or the next element from the XML tree and the parser provides the next available element 
that meets the specified criteria. A push parser describes an application which is notified 
when specific elements (or each new element) are experienced when reading the 
document. Finally tree parsers read and process the complete document into a tree 
structure and general queries can then be executed on the complete document to extract 
any set of elements requested. In the case of XML this is typically a Document Object 
Model ("DOM") tree data structure. Once the DOM tree is built then queries for specific 
items can be run to extract the required information. Since on embedded systems 
memory usage is a concern in general, using DOM trees is normally not possible for large 
documents. Currently in embedded applications, instantiating the complete tree in 
memory and limiting the document size is the typical approach but with a severe size 
limitations on the document size. Larger documents can not be processed in embedded 
systems without significant memory use in current implementations. Pull and push 
parsers can be implemented in an incremental fashion and are preferred for uses where 
memory is constrained. The incremental approach may be useful for parsing data from a 
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resource that is transitory like a HTTP data stream. Once the HTTP data stream has been 
closed the original data is unavailable. 

[001 10] Chaining multiple transformation blocks together may be used when 
parsing incoming data or generating outgoing data. Chaining blocks together is when the 
output of one block is fed into the input of the next block. The original input data is 
transformed by each block as it is executed. Each block does a transformation of the data 
to a format that can be easier to work with in the specific embedded system. Each 
chained transformation block can transform the data in some way from the input to the 
output of the transformation block. Examples of individual transformations include 
decrypting, decompressing or changing character set or other representations of the data, 
or a unity transform where the inputs are copied to the outputs but the transform has the 
side effect of computing one or more pieces of data such as a one-way hash function. 
When parsing SOAP messages, enough of the SOAP message can be parsed to determine 
the function to dispatch the rest of the SOAP message to. Once determined, the function 
can be called to finish processing of the remainder of the SOAP message. The function 
will return, and the remainder of the SOAP message can be processed, mainly to check 
for correctness for the specific data format being used. In the case of XML encoding this 
correctness check could be to check for well-formedness by ensuring the elements 
processed before dispatch to the function are correctly closed. In an alternative 
embodiment the remainder of the SOAP message can be ignored once the function 
returns. 

[00111] When XML messages are parsed, validation is typically done to verify that 
the message is well formed and valid. Well formed means the XML document has the 
correct syntax. Valid XML means that the XML document has been validated against 
rules that apply for that document, typically described in a natural language such as 
English, Spanish, etc, or a schema language such as Document Type Definition ("DTD"), 
Schematron, Relax NG, Resource Description Framework ("RDF") Schema or an XML 
Schema Definition ("XSD") document. The DTD, Relax NG, and XSD, and the Web 
Service Definition Language ("WSDL") are metadata that describe the acceptable 
structure of XML document. RDF Schema describes the structure of a graph that is 
serialized in XML in the RDF format. RDF Schema is a data model typically serialized 
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in XML. The metadata can be included either in the document itself or as a separate 
document referenced from with the XML document through a schema, DTD or 
namespace reference. The metadata describes the rules necessary to check the XML 
stream content to verify that the expected tags are present in the correct order and data 
types. Additionally the metadata can also describe the specific of binding values of 
elements and attributes to the data structures contained with the XML document. For 
embedded devices this metadata can alternatively be compiled into the devices code that 
validates instance documents as they are read, and optionally copies elements or attributes 
into data structures of appropriate type. A further alternative embodiment can be to 
compile the metadata when needed for some purpose such as validation on the device 
itself - "lazy" compilation. In this case the device embeds compilers which transform 
the metadata into machine code the device can execute or some intermediate code the 
device can further process into executable code. Examples include Java source code or 
virtual machine code. 

[00112] In a system where multiple transformations are to be performed on a given 
piece of data, implementation of the transformative functions may vary. Figure 13 shows 
a block diagram of exemplary transformations chained together such that the output of 
one transformation is the input to the next transformation. In this example, referring to 
the tree/traversal based generation technique above, as each node of the tree structure is 
transformed, the transformed data is passed to the next transformation block and the 
current transformation block is free to receive and transform the next node in the tree. 
This continues until all the transformation blocks have executed on all the original input 
data (or the transformed version of the input data). The original document is input at the 
data source 1310. Next a transformation 1320 is implemented on the data. Additional 
transformations 1330 can optionally be implemented before the data is finally output 
1340. By pipelining the transformation blocks such that the processing of each 
transformation stage may commence as soon as enough data is received from the source 
or prior stage, incremental processing, i.e. incremental generation, may be achieved, as 
described above. Note that the flow control structure of Figure 14, described below in 
relation to the incremental reception and consumption of data messages, may be used 
with the transformation pipeline of Figure 13. As data is supplied from the source, the 
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flow control system of Figure 14 determines when enough data to begin processing has 
been received, that data is then passed on to the first transformation block. Similar flow 
control may be placed between the stages of the pipeline so as to ensure that adequate 
data is supplied to each transformation stage. 

[00113] As noted above, incremental generation and transmission of XML encoded 
documents can be performed transparently to the recipient, i.e. the incremental 
transmission looks identical to a normal transmission using TCP/IP based network 
protocols, aside from the potential increase in the number of transmitted data subsets. 
However, on the receiving end of the transmission, there are similar disadvantages in 
waiting for the entire message to be received before being able to commence 
processing/parsing of that message, i.e. XML document. Such disadvantages include, as 
described above, increased memory and resource allocation and the associated costs. It is 
therefore advantageous to implement incremental data consumption in the receiver to 
reduce the amount of memory and other processing resources necessary to process the 
received message. 

[00114] As described above with respect to incremental generation of data, there 
are many ways to implement incremental consumption and processing of received data. 
In one embodiment, each transformation block 1320 is implemented as an independent 
code or functional block wherein the outputs and inputs of subsequent blocks are 
connected together. This is similar to "piping" data between command line programs in 
the Unix or Windows operating system command line environments. Each command 
performs at least one transformation of the input data and incrementally outputs the 
transformed data where it is then subsequently input into another command for more 
processing. In an alternative embodiment, the transformation blocks can be implemented 
as functional code modules executing within one or more threads or processes. 
[00115] Figure 14 shows one embodiment of an incremental XML processing 
system. The system incrementally receives the data stream comprising the XML 
document and determines whether enough data has been received to begin parsing and 
otherwise transforming the portion of the data. Once enough data has been received to 
begin parsing/transformation, the received data is parsed and transformed. Substantially 
simultaneously, the system continues to incrementally receive the data stream until 
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enough data has been received as described above. This process continues until all of the 
XML document has been received. Starting at 1410, a portion of the data is input 1420, 
i.e. received from the sender. The amount read is checked to verify that enough has been 
received to process 1423. If not enough has been received then the status of the buffer is 
checked 1425 and if filled then further receiving of data is aborted 1470. If the buffer is 
not filled then further reception is attempted 1420. Assuming that enough data has been 
received for parsing then the data is verified for correctness 1430, parsed 1440 and 
processed by one or more transformation 1450. If more data is pending to be read 1460 
then the cycle is repeated again. Once all the data has been read then the parser stops. If 
the input data is incorrect then the read, parse, process cycle is aborted and any clean up 
is done 1470 before the parser is stopped 1480 and the complete process is ended 1490. 
The transformation process 1450 can comprise multiple transformation processes chained 
together as previously explained. Using this procedure the code is able to directly 
generate the final output format from the input format with possibly multiple intermediate 
transformations. 

[00116] In an alternative embodiment Figure 14 may be implemented as a single 
block of code that mixes the reading, parsing and processing blocks together. In this 
embodiment, the combining of the application generating the data, transformation 
processes and output serialization of the data allows has the advantage of being typically 
less code (which can directly effect the amount of memory used overall). The 
disadvantages of this combination approach include less abstraction between the various 
read, parse and transformation blocks which can cause the code to be harder to develop, 
debug, and is generally more complex overall when compared to separating the described 
blocks into distinct code modules. In many embedded implementations the code memory 
savings from combining the transformations together can outweigh these drawbacks. 
Typically this method is frequently the simplest or most efficient implementation overall 
but allows for the least flexibility or expandability. As each block of data is input into a 
transformation block, that data block is transformed and immediately output. A data 
block can be as small as a single character and up to the size of the available buffer for 
that particular process but is smaller than the size of the complete document. 
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[00117] In one example of using the disclosed embodiments to transmit an XML 
document to an IED 5 the XML document comprises a series of commands to the IED, 
such as configuration commands. In operation, the sender incrementally sends the XML 
document to the IED. As the IED receives the data comprising the XML document, it 
continually checks the received data to determine whether or not it has received enough 
data to begin processing, i.e. a processable segment. Once enough data has been 
received, the processable segment is transferred to the processing logic which will 
transform the XML code into a form which can be processed by the IED to execute the 
encoded commands. One the processable segment is handed off to the processing logic, 
the IED returns to receive the next processable segment. In one embodiment, one or 
more buffer memories are provided to permit substantially simultaneous reception of 
processable segments. The process of receiving processable segments and handing them 
over to the processing logic continues until there are no more processable segments to 
receive. In the processing logic, each processable segment is passed through one or more 
independent transformations which collectively translate/interpret the encoded data and 
otherwise transform the data into a format comprehendible by the IED to execute the 
desired functions. As the processable segment is transformed, the logic implementing the 
transformation is free to accept the next processable segment. This process continues 
until the entire XML document has been received and processed. 
[00118] In this way, processing of the XML document may begin as soon as the 
first processable segment is received, rather than upon receipt of the entire XML 
document. As each processable segment is received and processed, buffer memory 
storage and subsequent processing resources may be released for processing subsequent 
processable segments, thereby minimizing the necessary amount of buffer memory and 
processing resources. 

[00119] In one embodiment, flow control may be implemented allowing the IED to 
control the incremental flow of data being received. Such flow control may include 
communications back to the sender of the data or controls at the communications layer to 
allow the IED to manage the flow of incoming data. This may be useful where the 
processing of a given processable segment is taking longer than expected, thereby causing 
a back-up in the pipeline. Further, where the received processable segments exceed the 
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receiving buffer space, the IED can request that the sender further decompose the XML 
document into smaller processable segments. Flow controls may also be implemented to 
allow the received to re-request entire processable segments, or portions thereof, for 
example, where there has been an error in transmission. 

[00120] In one embodiment of the incremental XML processing system described 
herein, the capability to handle errors is provided. Errors may occur if one or more 
processable segments of the XML document are too large to fit in the lED's available 
memory, are corrupted or otherwise comprised or the segment contains unrecognized or 
improper XML code, data or commands. When incrementally processing received XML, 
it is possible that many processable segments will be successfully processed prior to an 
error occurring. For a given XML document, it may be okay that only a portion of the 
overall file was successfully processed. In this case, the IED can attempt to re-request the 
unsuccessfully processed segment(s) or continue operations without those segment(s). 
Typically, however, if the entire XML document cannot be processed then none of the 
XML document should be processed. This may be the case for an XML document which 
contains a set of configuration commands and data. In such a case, partial configuration 
may result in an inoperable IED. Therefore, in one embodiment, a mechanism is 
provided which permits the IED to undo any completed processing the XML document 
when an error occurs. In one embodiment, the IED is capable of saving the complete 
operational state of the device prior to commencing processing of the XML document, or 
a processable segment thereof, and restoring that state should an error occur. In 
embodiments that are incapable of reversing the partial execution of the XML document, 
the XML document generator generates the XML code such that errors in processing 
some of the code does not affect the successfully processed code. 

[00121] It is therefore intended that the foregoing detailed description be regarded 
as illustrative rather than limiting, and that it be understood that it is the following claims, 
including all equivalents, that are intended to define the spirit and scope of this invention. 
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ABSTRACT OF THE DISCLOSURE 

A power management architecture for an electrical power distribution system that 
includes multiple intelligent electronic devices ("IED's") distributed throughout the power 
distribution system to manage the flow and consumption of power from the system is 
disclosed. The IED's are linked via a network. Power management application components 
operate on the IED's, and inter-operate via the network to implement a power management 
application. The architecture provides a secure framework of hardware and software upon 
which such power management applications can operate to manage the distribution and 
consumption of electrical power by one or more utilities/suppliers and/or customers which 
provide and utilize the power distribution system. In particular, each IED is capable of 
establishing multiple encryption keys that confer different access rights on the IED. The 
encryption keys affect access to commands that the IED receives and restricts access to 
communications that the IED sends out over the network. 
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